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Master UTM

HNHcTpyKUIMst 10 00HOBJICHUIO

MO «Master UTM» no «Master UTM MK»



B nanHO# MHCTpyKLMU onuUChIBaeTcs npoiecc oOHoBiIeHus mporpammsl «Master UTM» 1o «Master
UTM MK» ¢ ycTaHOBKOM JIMYHOTO CepTU(HKATA, yCTAHOBKON CepTH(HKaTa Ha JIOKAIbHBIH KOMIBIOTEP U
COXpaHEHHUEM IapoJisi K KJII0YEBOMY KOHTEHHEPY Ha KOMIIBIOTED.

Buumanue! PaboThl o ycTaHOBKE MM TIepeyCcTaHOBKE Tporpamm JuHeHkn «Master UTM» ToMKHBI
BBIMOJIHATh CHELUAINUCTBl COOTBETCTBYIOIEH KBaNU(UKALMU — CUCTEMHBIA aJIMUHUCTPATOP WM
aAMHUHHMCTpaTop 0a3 naHHBIX. Eciu Bbl HE yBEepeHbl B CBOMX CHJIAX, TO MOXETE 3aKa3aTb YCIYTy IO
YCTAaHOBKE M HACTPOMKE IpOrpaMMbl, HAIPAaBUB 3asBKY Ha IOpTaje TEXHUYECKON IOAJEPKKH H
IIPEOCTAaBUB yIAJIEHHBIN JOCTYIIL.

CToMMOCTh yCIYrH IO NMEPBUYHON YCTAaHOBKE WM OOHOBJIEHHIO mporpammsel «Master UTM» no
«Master UTM MK» 3aBUCHT OT Hauuusi WM OTCYTCTBHUSI CJIEIYIOIIEr0 OOLIECHCTEMHOIO MPOrPaMMHOI0
o0ecreyeHus:

e Microsoft SQL Server;
e Kpunro [Ipo CSP 5.0;
e Kpumro I[TPO DLIT Browser Plug-in;
e VYTM Bepcuu 4.2.0;
e JlpaiiBepa Rutoken;
u Oy/IeT yKka3aHa B 3as1BKE M10CJIe yTOUHEHHs] HEOOXOAUMBIX padoT.

B cnyyae Hanuuus AeHCTBYIOLIETO 10roBOpa Ha TeXHU4ecKyto noaaepxky ¢ AO «Llenrpupopm»,
paboTHI 10 yCTaHOBKE M HacTpoiike mporpammbl «Master UTM MK» OyayT BBITTOJIHEHBI OSCTLIATHO.

Texnuueckas moanepxka mo pabore mporpamm sumHeiku «Master UTM» ocymecTBisercss Ha
noprase 1o azapecy http://support.center-inform.ru.

BaxHno: 10 Hauana ycraHoBku nporpammbl «Master UTM MK» na I1K gomxeH ObITh yCTaHOBIIEH
Net Framework 4.5.1 unu Bbliiie, a Tak)Ke HACTPOCHHOE coerHeHre ¢ VIHTepHeT.

Buumanue! Becb nporecc ycTraHOBKH HEOOXOIUMO BBITIONHSTH C IPaBaMU aJJMUHUCTPATOPA UITH IO
YYETHOM 3aIUChI0 aIMUHUCTpaTopa Ha nanHoM [1K.

Ecnu BbllIeyka3aHHbIE YCIIOBHS BBIIIOJHEHBI, TO MEPEHIEM K MOCIEI0BATEILHOMY BBIIIOIHEHUIO
00s13aTeIbHBIX OTePaLii:
1. VYcranoBka cepruduxaTa
1.1 YcranoBka ceprugukara, nosydeHHoro Ha USB-Hocutene
1.1.1  Dxkcnopt cepTUdHKaTa Ha IEPCOHATBHBIN KOMITBIOTEP
1.1.2  VYcraHoBka JIMYHOTO cepTUdhUKaTa
1.1.3 VYcranoBka ceptudukaTa Jyisi JOKAIHHOTO KOMIIbIOTEpa
1.2 YcranoBka nmuaHOro ceprudukata ((haiir cepTudrkaTa HaXOAUTCS HA BallleM KOMITLIOTEPE)
1.2.1 VYcTtaHOBKa JMYHOTO CEPTUPHKATA;
1.2.2 VYcraHoBka cepTuduKaTa JJisl JJIOKaIbHOTO KOMIIBIOTEPA;
2. CoxpaHeHHe napoJis K KII0UYeBOMY KOHTEHHEpY Ha KOMIIbIOTEP;
3. VYcranoska nporpammbl «Master UTM MK».
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http://support.center-inform.ru/

1. YcraHoBKa cepTudukara

Ecnu Bam ceprudukat noiaydeH B Y joctosepsitoiieM neatpe Ha USB-HocuTerne, To BaM HE00X01MMO
NPOM3BECTH CIICAYIOIIUE CHCTBHS

1.1 YctaHoBKa cepTucpukara, nosiy4yeHHoro Ha USB-HocuTene
1.1.1 SKkcnopT cepTudmkaTa Ha NepcoHanbHbIX KOMMNbLIOTEP

BaMm HeoOxoauMo:

- 3aIyCTUTh NaHelb yrnpasieHus <<PyTtokeHn>> 1 neperTH Ha 3ak1aaKy <KCeprudukaTte>>, BctaTb

KypCOpoOM Ha Ha3BaHHUe cepTUPHUKATa U HAXKATh Ha <KDKCHNOPTUPOBATH>>, KAK YKa3aHO Ha PUCYHKe
HIDKE;

il Manens ynpaenenna PyToken >
AAMUHUCTPUPOBaHWe CEPTHRMKATE  HacTpofikn O nporpaMme
h
MogknmoyeHHEe PyToOKEHE
|!PyTOKEH Iunzoon ~ “w BeecTi PIN-KoA, ..
AOQ "UEHTPUHDOPM™
O&bekT PKCS#11, gocTynHeii Yepes Crypto-Pro GOST R 34.10-2012
@ CepTHdHKAT HeHagexeH
CepTUdKKAT ¢ HEWIBNEKAEMON KNKDYEE0M Napo
lma Werekaet 3aperucTpupoBaH
Ceptudmkatel ¢ knrodamnil)
AQ "LLEHTPUH®OPM™
> |
B 02221426 7841051711 SRR =
030000504835
|
FSRAR-RSA-030000504835 22.02.2024
- .
¥ i
BeinucaTe  MMNopTMpoBaTdy JKCNOPTMPOBaTL gYaanuTe [oymondaHuo  CBOWCTBa
cepTrduEat
3aKpHTE

Puc. 1.1.1.1 - Dxcnopr cepruduKara

[TosiBUTCS cremyroliee MOJAIbHOE OKHO, B KOTOPOM ocTtaBisieM BeiOop <KDER-kommpoBanHbIi
daiin... >, BibupaeM <<KO030p>> U yKa3blBaeM Ny Th IKCNopTa paiia TULEH3UU U UMs caMoro daiiia:
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wl 3xcnopt nuuHoro ceprndnkata by

1 ' 1
O CraHgapT Cryptographic Message Syntax PKCS #7 [PYE)
1
E JIKCNopT CEPTHGhKWKATE C KNHDYeE0l napoi I
3
3 Knwuesy napy, cOOTEETCTEYIOWYD CepTUdMEATY,
! HEEOZMOXHO 3KCNOPTUPOEATE Yepes MaHene yNpasneHna
PyTokeH

MyTe:

JKCMOPTUPOEATE OTmeHa

Puc. 1.1.1.2 — Iyt aas 3xcnopra ¢aiijia ceprudukara

Nwms daiina moxeTe BbIOpaTh Tpou3BoibHOE, KCOXpaHUTH>>:

. e eme e e e mmeeee  m ep e o

ﬁi CoxpaHeHune

x|
™ » 3ToT KoMmneroTep > PaBouwii cton » Hoeaa nanka v O Mowck e: Hoean nanka 2
¥nopRao4nTe ¥ Hoeaa nanka == - o
~
Hma [ata uamMeHeHuA Tun Pasmep
7 BricTprii gocTyn
. 5] 12345.cer 06.03.2023 11:49 Ceptudukat Beso... 3 KB
I PaBounii cron B i
5 Ceprudmar.cer 04.10.2022 14:37 CepTudukar Gezo... 3 Kb

; 3arpyzkmn

JokyMeHTEI

[&=] WzoBpaxenna
|

% % N N

Jokymentauma
MK

PaBouan nanka

3 3707 komnetoTep

[_} CeTe

Qm daitna: | 06032023 ) v

Tun daiina: | DER- wnu Basebd-kognposanneni dainn X.509 (*.CER,*.CRT,*.PEM)

A CKpBITE Nanku CoxpaHnTe OTmeHa

T

Puc. 1.1.1.3 — Be16op MecTa BBITpY3KH M HMeHH (paiina ceprudukara
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1.1.2.YcTaHOBKa NM4HOro ceptudukara

- 3amyctuth 110 <Kpunrollpo CSP>> ¢ npaBaMmu AqMuHHCTpaTOpa, KaKk yKa3aHO Ha PUCYHKE HUXKE
(BBIICTICHHAS! CHHUM HIPU(PTOM CTPOKA), Pa3pelInTh 3TOMY MPUIOKESHUIO BHOCUTHh H3MEHEHHSI Ha BallleM
YCTPOUCTBE, MEPEeUTH BO BKIAAKY <KCepBUC>> U HAXKaTh KHOMKY <KYCTaHOBUTH JTUYHBIN
ceprudukar...>;

e ey

BesonacHocts  Winlogon  HactpoittTLS  KpunTonposaiigepe

Ofuwe  OfopynoBade  CEDBMC | [lononHWTENsHO  ANFOPMTHEI

KOHTEAHED 3aKPRITOrO K43

3T MACTEpa NO3B0NAKOT NPOTECTMPOBATE, CKOMMPOBATE MK
YAanuTb KDHTEIFIHED 3aKpEITOrD KNkDYa C HOCMTENA.

MpoTecTUpoBaTL. .. CROMUPOBETL. .. YRamuth...

B

CepTUPHKITEI B KOHTEAHEPE 33KPLITOMD KIKUS

3ToT MacTep NO3BONAET MPOCMOTPETE CEPTUDMKATEI, HAX0AALLMECA
B KOHTEHAHEPE S3KPEITOrD KKOYE, M YCTEHOBWTE WX B XPaHWAMLLE
CEPTUDMKATOE.

MpocMOTPETE CEPTHMRMKATEI B KOHTERHERE. ..

T4HEN cepTrdmkaT

3TOT MACTEP MO3BONAET CBAZATE CepTudMKaT 1z daiina c
KOHTEMHEPOM 3GKPBITOMO KIKOYE, YCTEHOBME 3TOT CEpTMAMKET B
KPEHUIHLLE,

| YCTEHOBMTE MMYHLIA CEPTUBMKET. ..

MapoK 3aKPEITEIX KoUei

3TH MACTEPa NOSBONAKT MEMEHNTE napenk (MMH-koak!) 3aKpeITEIX
KMKOUER MAM YAAMMTE S3NOMHEHHEIE PAHEE NaPOnH.

W3MeHWTb Naponb. .. ¥AanuTb SENOMHEHHBIE MEPOMM. ..

MopTan TexnoinepHKl QK OTMeHa MpUMEHUTE

Blnnmaznsa Mlrvwrmus Puarron

Puc. 1.1.2.1 - YcraHoBKA JUYHOr0 cepTHdhUKATA

Bam HEoOx011MO:

Jlanee B mosIBUBIIEMCS] MOAAJIFHOM OKHE HAKMMaeM Ha KHONIKY <<O030p>> 1 BeIOupaeM daiin
ceprudukaTa, KOTOPHIN paHee ObUT IKCIIOPTUPOBAH HA BAIll KOMIIBIOTEP, HAXKMMaeM <<Jlanee>>, B
cJleyIoleM OKHe Tak ke K Jlanee>>;
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ara

Pp. o :
F Me . p
BeemiTe MW yKaxWTe pacNonokeHne halina yoTaHaBNMEAEMOro CepTUdMKaTa I@

Wma paiina cepmidmkara:

re

| I O=zop...
Fopmat haina MoXET OOHAM U3 |
Paiin cepmpukara - X.509 (CER,.CRT) < OTepeme X
CooBlwenve cTaHaapta PKCS #7 ((P7B..P7M,.DER)
ApaHWnuLLE CepuannsoBaHHb cepTuekkaTtos (.SST) | Manka: | HoBan nanka “ | (<] 5l g
Palin cepubiKkaTa B Koauposke Base64 ((BE4, TXT) =
Parin oBMeHa niuHoi MHpopmaumei PKCS #12 (PEX]  ma [aTa u3MeHEHNA T
3ameuarue: 5112345 cer 06.03.2023 11:49 G
| HekoTopele hopmMaThl $EiAnos MoryT COLEPXETE B OOHOM IJ GAVRILOVA-PC it 05.10.2022 11:19 Te
Gonee 0AHOro CEPTMgMKETE. ' o !
Sl Ceprndurcar.cer 04.10.2022 14:37 C
< Ha
T 1 < >
MopTan TexnoanepxKKi oK [ Wma paiina: || | | Omepoims
Mopososa 09 ma Tvn dainos: | Cerficates (*.cer”crt;"p7b: p7c;" p7: sst:’ v Omena
TNapuca
Cemene Toneko yTeHwe

Puc. 1.1.2.2 — Boidop ¢aiina ceprupukara Ha KOMIObIOTEpe

B CJICAYIOMCM IOABUBIICMCA MOIAJIbHOM OKHE HeO6XOI[I/IMO MNPpOCTAaBUTL TaJIOUKY < Haiitu

KOHTEHHEp aBTOMATUYECKM>>, KJIIOUYEBOW KOHTeWHep ocTaBJysgeM ¢ noMeTkod <lIlosb3oBaTessa>,
<K Jlanee>;

KoHTeHep 3aKpsIToro Kmoya
BeEmMTE MNK yKaXMTE KOHTEAHED SaKPEITOND KNOYa, KOTOPLIA COOTBETCTEYET ﬁg
BbIGpaHHOMY CEpTUDMKETY |

Halim koHTeliHep aBTOMaTHYECKW
| Mma knioyeBoro KoHTeRHepa:

W Aktiv Rutoken ECP 082302221426-7841051711

OB=op...
BeegeHHDE WMA 33038T KMHYEB0M KOHTEAHED:
(®) Monesosarens
| () KomnbtoTepa
BriGepute CSF ans novcka Knioyessix KOHTEAHEPOB:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
< Hasan Oanee > Omvena
— —

Puc. 1.1.2.3 — Pa3menienne ceprudukara B KOHTeliHepe 3aKPbLITOro KJIK0Ya

B cuenyromem mopanbHOM OKHe HaxkumaeM Ha <<O030p>>, BbI6HpaeM «JIuuHoe>> XpaHWIMIIEe
ceptudukara, HoKUMaeM KOK>, K Jlanee>>:
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YKaXnTe XpaHUNALLE CEPTUPMKATOE ANA YCTAHOBKK BbIBPaHHOro paHee
CEpTMdMKETA.

YKasaHHbIA paHee ®nar MCMNoNb30BaHWA KNIDYEEIX KOHTEAHEPOS NONL30BATENA MK
KOMMEOTEPa ONpeAsnAeT BelBop HEoGX0 MAMEIX ¥DEHUNMIL CEPTUMKaTOR

VM8 XpaHNNMLLE CEPTUPMKAETOB:

TMiuroe Ofsop...

MNonssoeatenn

+ BeiBop xpaHunuwa cepTudmkara X
Komnetotepa

BifEpHTE XPEHUMKLLE CEPTMAMKATOB, KOTOPOE Bbl

[W] ¥eTaHoenTs cepTidmrkaT (UEMouKy CEPTUEMKATOR) B KOHTERHED IS RN SRR
f5-roc ~
| lloBepeHHsle KOPHEBEIE LIEHTP:! cepTig
< Hasan anee > Om | lloBepuTEnbHEIE OTHOWEHNA B NPEAnpY
| TlpoMEyTOUHEIE LEHTPEI CEPTHAMKALI
I | lloBepetHsie usaaTenM
= | - | CRNTURACATI K TN HST AREEnAE
MopTan TexnoamepH Kkl oK OTMena PHMEHHTE < >
i ToxoanH BUKTOR)
Mopososa 09 mapra, 18:58 Naxazue Buro) [INokasaTs dMsMUEkME XPEHUTMLE
J‘laQHCE - ;‘ MHUTDHEBHY
Cemeney OTrena
- = MoxoanH BukTop|
Anexcanap 10 mapTa, 8:03 -

Puc. 1.1.2.4 — Bp10op xpanu/auia ceprupuxara

B crenyromem MOganbHOM OKHE 3aBEpIIAEM MPOLECC HaXKaTUEM KHONKHA <KI['0ToBO>>:

C. L] Ll = b s W) L =

4 MacTep ycTaHoBKW AMYHOro cepTudinkarta >

3aBepuieHne paboTbl MacTepa
yCTaHOBKW NUYHOro cepTUdmMKaTa

Brinv ykasaHs! CNeayowme NapaMeTphd:

Bsam cepmadumkaT S
W3 daina CiUsers Bena‘Desktop®,
CeofcTEa cepTMdMKaTa
WMA CEPTUDUKETE AQD "UEHTPHUHEFOPM™
cyABEKT E=e gavrlova @cenetrinfo
MOCTABLLWK E=ca®@iecpru, STREET=
OERCTBMTENEH C 22 pespann 2023 r. 15:4¢
OERCTBMTENEH Mo 22 pespann 2024 . 15:4: ¥
£ >

Y¥ieaMTeck, YTO BeIGPEHE! MPEBMNEHEIE MapaMETRRE 1
HaxmMWTE KHoNKY “ToToBo" ANA BRINONHEHWA YCTAHOBHMA.

< Hazan [oToBO CmaeHa

Puc. 1.1.2.5 — 3aBepiieHne yCTAHOBKH
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1.1.3 YcTtaHoBKa cepTucukara ansi iokarnbHOro KOMnbroTEpa

Jlnst ycTaHOBKM cepTH(HKaTra Ha JIOKAJIbHBI KOMITBIOTEP HEOOXOIUMO TMOBTOPUTH CIIEIYOIINE
JENCTBUS, ONMCAHHBIE BHIIIIE:
- 3anyctuts 10 KKpunrollpo CSP>> ¢ npaBamu AaMuHHCcTpaTOpa, 3aiiTn Ha BKIaaky <KCepBuc> u
Ha)XaTh KHOMKY <Y CTaHOBUTH JIMUHBINA CepTU(UKAT...>>, BBIOpaTh (aiin cepTudukara, HaKaTueM
&« Jlanee>> [,OUTH 4,0 MOJAJIbHOTO OKHA BbIOOPA K/JII0YE€BOT0 KOHTEHHEPa, YCTAHOBUTb HACTPOMKH,
KaK [I0Ka3aHO Ha pPUCYHKe HWXKe U HaxaTb <K Jlanee>>:

4 MacTep ycraHoekn nuaHoro ceptudmkaTa ot

KonrefiHep sakpeToro Kmoua
BeenuTe MnK yKaxKTe KOHTERHED SaKPEITOrD KNHYE, KOTOPRIA COOTEETCTEYET r@
BLIBDAHHOMY CEPTHEMKATY

L| Hal T KoHTelHep aBToMaTMYECKI

MR KT

“WWBktiv Rutoken ECP 062302221426-7841051711 Dfzop...

BeepneHHOE MMA 3a03ET KNHOYEE0H KOHTEAHED:

Bribepute CSP onA noucka KNoyessix KoOHTERHEDOE
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

< Hasan Omera

T T

1.1.2.4 — KonTeiiHep 3aKpbITOro KJIw4a

B cnenyromem mosiBUBIIEMCs OKHE BbIOMpaeM MM XpaHWiIuiia ceprudukata — KJInuHoe>> u
HaxkumaeM <KOK>>, «/Jlasnee>, <K 'oToBo>>.
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1.2 YcTtaHoBKa nuyHoro ceptudukara (chann ceptucdukarta Haxoautcsa Ha
BalleM KoMnbroTepe)
1.2.1 YctaHOBKa nu4HoOro ceptucumkara;

Jli1st TOro HEOOXOAUMO:

- 3anyctuth [10 KKpunrollpo CSP>> ¢ mpaBamMu AgMUHHCTpaTOpa, Kak yKa3aHO Ha PUCYHKE HUXKE
(BbIAENIEHHAs] CHHUM HIPU(PTOM CTPOKA), pa3pelliuTh 3TOMY MPHJIOKEHUIO BHOCUTh U3MEHEHUS Ha BallleM
YCTPOUCTBE, MEpENTH BO BKIAAKY <K CepBUC>> M HaXKaTb KHONKY
«<YCTaHOBUTb JIUYHbIN cepTUPHUKAT...>>;

« KpunroNpo CSP X |

BesonacocTs Winlogon Hacrposean TLS KpunTonposaineps:
Obume  Obcpyacease Cepowc  A0N0AsimensHo  Amopurmt

(T"“\ Kpwnroripo CSP Bepom: 5.0.12600 KC1

. oy ——

P Komnaem KRATTO PO, Boe npasa sauisuesel,

Cepvarmst momep:  SOS0010037EL QF SH28KM

Bragenew: admin
Oprareamsm:

Cpox aeRcTmuMR: 19,05.2023

Thn maaeroese: ACHOMCTDRIOreRdR
Nepoan ycramoexa: 15.02.2023

Ao

BofiepuTe A3 ANR OTORDEKEXSIR OKON | cyhonumeses TS
CSP Bawest yNeTHOW 3anua:

Bufepure szex ana oTofpaxesss okon oo
CSP NONbIoSATENEI, HE 380 AN RISK
(ymomirese OxCTEMDY):

Mopran TexnoaqepKm oK Ommera Movewrury

Puc.1.2.1.1 - 3anyck ¢ npaBaMu aIMUHHCTPATOPa
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4 Kpwuntolpo C5P =

BesonacHoCTE Winlogon HacTpoiita TLS KpunTonpoEaiaepel
Obwme ObopyaoBaHue CepBHc AononHUTENBHD ANropUTHE

KOHTENRHED 28KPEITOrD K4S

3TH MacTepa No3B0NAKDT NPOTECTMPOBaTE, CKOMHMPOBaTE MK
YoaniTb I‘:DHTEI:1HE|:I 3AKpbITOrD KN4a C HOCOWTERA,

MpoTecTvpoBaTh. .. CroMWMpoBaTb... Yaanutb...

CepTUhMKETE B KOHTERHEPE 3aKPEITOMD KKYE

3TOT MACTEP NOZEONAST NPOCMOTPETE CEPTHEMKATEI, HEX0AAWMECA
B KOHTERHEDE 3aKPEITOrD KMKYE, M YCTEHOBWMTE WX B XPESHWIMLLE
CEPTUDMKETOE.

MpocMOTPETE CEpTHMHMKATEI B KOHTERHEDE. .

TYHBIA CepTIdKET

3TOT MACTEP NOZBONAST CEAZATE CepTUdMKAT M3 dalina c
KOHTEAHEPOM 3EKPRITOMD KMHOYE, YCTAHOBME 3TOT CepTHHMKET B
HOSHUMMLLE,

E Y¥CTAHOBWTE NWYHBIA CEDTHUEMKAT. . i

Maponu 3aKpeITeIX KNoYei

3TH MECTEPa NOZBONAKDT MEMEHMTE Naponi (MMH-+oakel) 3aKpeiTelx
KNHYER MK YAANMTE 3aN0MHEHHEIE DEHEE MaponM,

WMEMEHWTL Naponk. .. YaanWTe 3anoMHEHHEIE OEPONM. ..

Ok OTmMena MPUMEHKMTE

Puc. 1.2.1.2 - YcTaHOBUTH JUYHBIA cepTHdUKAT

- B MOJQJIbHOM OKHE HaXaThb KHOMKY <KO030p>>, BIOpaTh COXpaHEHHBIN cepTUPHUKAT U HAXKATh
KHOMNKY <</lanmee>>, B cieAyroleM MOIaIbHOM OKHE TaKKe HaXkaTh KHOMKY <K /lanee>>;
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4 MacTep ycTaHOBKW AWYHOMD CepTUdnKaTa s

Pacnonoxexwe Paiina CcEpTWPMKaTa
BeemTe vnm YKa¥WTe pacnonoxeHue falfina ycTaHasnMEaeMoro cepTiPuKaTa @

Mrana dhalina cepTMbuKaTa:

Ofsop...

q:‘opmaT Daina MoXeT OOHUM M3 CNEYLLMK:

Faiin cepmapmkarta - X.509 (CER, CRT)

Coofiwenwe ctaHnapta PECS &7 (P7B, P7M, DER)
¥paHWNWILE CEpWanWs0BaHHE cepTdkaTos ((S5T)
FPaiin cepmapukaTa B Koawpoeke Basebd ((Bed, TXT)
Faiin ofMeHa NKuHoIA wHpoprMawaei PKCS #12 (PFX, .P13)

JameuaHue:
HekoTopbie hopmMaThl ailinos MoryT CoOEpXaTe B O0HOM daine
fonee 0AHOMD CEPTDMKETA.

< Hasan Omvera

Puc. 1.2.1.3 - Boi6op cepTudurKaTta Ha IOKaZIbHOM KOMNbloTepe

- B MOJIQJIbHOM OKHE [yl BbIOOpa KOHTEHHepa 3aKphITOr0 KJI0Ua YCTAHOBUTH (DJIAXKOK B I1OJIE
<«HaiiTu KOHTEeMHEP aBTOMATUYECKH >>, HAXKaTh KHONIKY <K /laiee>>, B cieayromemM MOoJaIbHOM
OKHE TaKXXe HakaTb KHONKY <K/lanee>>;

4 MacTep ycTaHOBKW AWYHOMD CepTUdnKaTa s

Konrtefitep sakpwToro Kmoua
BeemTe MNK yKaXWTE KOHTEAHED 3AKPEITOMD KNIOYE, KOTOPBIA COOTBETCTEBYET ﬁg
BEIGRAHHOMY CEpTHDMKATY

HaiAma KoHTEAHED 3B TOMaTHYECKHI
MmA Knioyesoro KoHTEAHEpa:

WAREGISTRY D6zop...

BeeneHHOE MMA 3303ET KNHYEB0M KOHTEAHED:
(®) MNonecsosartens
Komnetotepa

BriGepute CSP anA noucka KNioyeBblx KOHTERHEDOE
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

<Hasan Omvena

Puc. 1.2.1.4 - Bp100op KOHTeiiHepa 3aKPBITOro KJI04Ya
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- 3aBEpLIUTh YCTAHOBKY, Ha’KaB KHONKY <KI'0TOBO>>.
Jlasiee HEOOXOIMMO YCTaHOBUTH KJTtou. [yt aTOTO:

- B okHe KKpunrollpo CSP>> Bo Bkianke <KCepBuc>> HaxaTh KHONKY <KIIpocmoTpers
cepTU(UKATHl B KOHTEHHEpE. .. >>;

< Kpuntolpo CSP x

BesonacHoCTE Winlogon HacTpoiiki TLS KpuUnTonpoBainaepel
Obwme OfopygosaHwe  CEPEWMC  [lomonmHWTEMsHO — AMTOpMTHB

KoHTERHED 3aKpEITOrD KNoYE

3T MACTEPa NOZB0NAKT NPOTECTUPOEaTE, CKOMMPOBaTE MK
YOQNMTE KDHTEﬁHEI:I JAKpPRITOrS KnkoYa © HOCMTENA.

MpoTecTHpoBaTh. .. CKONMWMPOBaTH... ¥Yaanutb...

CEpTUDMKETE B KOHTEAHEDE 3aKPEITOMD KIHDYS

3TOT MECTED MNOSEOMAET NPOCMOTPETE CEPTHHMKATEI, HEXOLALMECA
B KOHTEMHEDE SEKPEITOND KNKIYE, W YCTAHOBWTE MX B XPEHMIMLLE
CEPTMDMKATOE,

[ NpocmoTpeTh cepTudMKAETE B KOHTEHEDE. ., |

MUHHBIA CEPTHEMKET

ITOT MACTER NO3BONAST CBAZETE CepTHdMKAT M3 dalina ¢
KOHTEMHEDOM 3EKPEITOMD KMKOYE, YCTEHOEWME 3TOT CEpTHDMKAET B
KPEHUMKLLE,

YCTEHOBMTE MMHHEIN CEPTHUgMKET. ..

Mapon SEKPEITEIX KNKoJE

3TW MBCTEPE NOSBONAT M3MEHMTE Napani (MWH-koak) 3aKpbITeIX
KNHKOYER UMM YOANWTE 38MN0MHEHHEIE PEHEE Naponi.

MEMEHMTE NaAPONE. .. YAANUTE 3ENOMHEHHEIE DAPONM. ..

OK OTmMeHa MPUMEHKMTE

Puc. 1.2.1.5 - [IpocmoTpeTh cepTuUKATHI B KOHTelHepe

- B MOJIaJIbHOM OKHE JUIsl BBIOOpa KOHTelHepa HaxaTh KHONKY <KIlo cepruduxkary...>>, B
OTKPBIBILIEMCS] OKHE ITPH HEOOXOAUMOCTH HaXKaTh KHOTIKY <<BobIie BApHaHTOB>>, BEIOPATH
cepTUUKAT ¥ HAXKATh KHOTIKY <KOK>>;
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4 CepTdHKaTel B KOHTEAHERE 33KPEITOND KHYE *

HoHTellHED 3aKpLITOro KNHYa
BEEAMTE MK YKEHNTE KOHTEMHED 3aKPEITOMD KNKOYE ANA NpocMoTPa g

CEPTUDMKETOE B 3TOM KOHTERHEDE

Mma Ko4esoro KoHTERHEpa:

| | Obzop...
BEEAEHHOE MMA SA0EET KMHOYEBON KOHTEMHED: Mo cepTUBMKETY. ..
@ Monb30BaTEnA

KoMmneoTepa

BoibepuTe CSP ANA NOWCKa KNHYEBbIX KOHTEAHEDOE:

Bre NoaAepHMBAEMEIE KPMMTOMPOBaRAEDE! w

Puc. 1.2.1.6 - Bbi6op KJII04€BOr0o KOHTeiiHepa
BesonacHocte Windows 4

Beibop ceptudukara

Bribepute ceptudmkat M2 xpaHnanwa “fMuuyHoe" Tekylwero
NoNLZ0EATENA.

WMzpatenk: TecToRbld NoguiHeHHslR Y1, 000
"KPAMNTO-MPO" TOCT 2012 (YL 2.0)

JelicTenTeneH c

MNpocmoTpeTs cEOACTEA cepTUdKMKaTa

bonbwe E3dPHaAHTOE

(9.4 OTMeHa

Puc. - 1.2.1.7 - Bosible BApuanToB

- HaXaTb KHOMNKY KYCcTaHOBUTBL;
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L% CepTnduKaTel B KOHTEAHEDE 3AKPLITOMD KAKYE 4

CeprudmKaT QNA NpoCcMOTpa

MpocMoTPMTE M BeIbEpUTE CepTUdMKET r@

CepTuduKaT: | |
CyfpexT: | MHH= ]
[efcTBMTENEH C: | 29 okTAbpA 2021, 15:16:34

[eRcTBMTENEH MO: | 29 aHBapsa 2022 r, 15:26:34

MoCTaBLWME: ’— 5 m o y ]
|
|
|

CepUitHEIR HoMEp: |

YCTEHOBMTE CeolicTEA. ..

Ofzop...

<ra omen

Puc. 1.2.1.8 - [IpocmoTp BbIOpaHHOTO cepTUdUKaTa

- €CJIN 0T06paBI/ITC$I MOJAJIbHOC OKHO C 3aIIpOCOM Ha INOATBECPIKACHUC 3aMCHBI CepTI/I(l)I/IKaTa,

Ha)kaTh KHOMKY <K/[a>>;

% Kpuntoellpo C5P

3TOT cepTHUEMKAT y3e NPULYTCTEYET B XPaHMAWLWE
! CEPTHSHEATOE.

JAMEHWTE CYIWECTEYIOWMIA CEPTUDMKAT HOBLIM, ©
NPOCTaENEHHON CCHIAKON HA 3AKPBITEIA KAKYT

Puc. 1.2.1.9 - 3amena cepruduxara

- B MOJQJILHOM OKHE C COOOIICHHEM 00 yCTIEITHOM YCTaHOBKE cepTu(urkaTa HaxkKaTh KHOIIKY
<KOK>.
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1.2.2. YcTaHOBKa cepTucmkata ana nokanbHOro KoMmnbrTepa

st aToro HeoOxoauMo: HailTu (aiin cepTudukara, KOTOPbI HEOOXOIUMO YCTaHOBUTD,
Ha cBOEM KoMTIbIOTepe ((haiin ¢ pactmmpenuem <KCer> ). KIIMkHyTh TBa)Tbl Ha HETO JIEBOK KHOITKOH
MbImu. OTKpoercss MOAajJbHOE OKHO, Kak Ha pUcCyHKe Huxke. [lanmee BbiOMpaeM <KYCTaHOBHTH
cepTUPUKATD

n Ceprudurar Y

OBwMe Cocras MyTb cepTHdMKALIN

ﬁ CeBeeHnn o cepThuKaTe

3TOoT ceprmbUKaT NpeaHasHayaeTca gna:

* JaWnwEeT cooBlUEHHA SNEKTPOHHON NaYTEl

* MoaTEEPHAEET YAANEHHOMY KOMMBOTEPY MAEHTURMKELAD
BallEro KoMMeHTEPa

= Knacc cpenctsa SMKC2

= Knacc cpenctea 3MKC1

*MNone3oBaTens LeHTpa PerucTpawd, HTTP, TLS KAMeHT

KoMy BliaH: LeHTplHDopM

Kem BbigaH: TecToseli NoAYMHEHHBIN Y1 000 "KPWUITO-
MPO™ MOCT 2012 {¥1 2.0)

Deitcrentenen ¢ 15.02,2023 no 15,05, 2023

YCTEHOBWTE CEPTUBMKAT. .. 33AENEHWE NOCTABLLMKS

Puc. 1.2.2.1 - YcranoBka ceprudukara

= MacTep wmnopTa cepTudmkaros

Macrep nmnopta ceptngukaTos

3TOT MACTEP NOMOrEeT KOMMPOBATE CEPTUEMKATE, CIMCKKM AOBEPWA W MCKN 0T36IES
CEpPTUDUKATOR C NOKANEHOrD AWCKE B XPEHUMNLLE CEpTUdUKETOR,

CepTUdMKET, BEIASHHEIR LEHTPOM CEPTHRMKELIMM, ABNASTCA NOATESMHASHWEN BAILEA
TMSHOCTH M COAEPHMT MHDOPMALIKD, HEOOX0AMMYIO ANA 33T AaHHBIX UK
YCTEHOBNEHWA S3ILMILLEHHBIX CETEBLIX NOAKIOHEHWA. XDAHUNMILE CEPTUhUKATOR —
370 0BNACTL CMCTEMDBI, MPEAHASHEYEHHAR ANA XPEHEHMA CEPTHEMKATOS,

PACNONOKEHWE XPEHUIWLLE
(O Texywuii nonssoeaTens

(®) NokansHsIi KOMMsI0TED

Jina NPoAOMHEHUA HEKMUTE KHonky "flanee”,

&Y danee OTmena

Puc. 1.2.2.2 - Bbi6op J10KaTBbHOr0 KOMNOBLIOTEPA
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Heob6xomumo BeIOpath «KJIoKambHBIM KOMIIBIOTEP>>, <K Jlamee>>; 3aTeM Ha BOIPOC
«Pa3pemuTs 3TOMYy MPUI0KEHUIO BHOCUTh U3MEHEHUS Ha BAllIEM YCTPOMCTBE>> OTBETUTh

YTBEPIUTENBHO;
B cnenyromem okHe ykaspiBaeM (haiiin, KOTOPBI UMIIOPTUPYEM, C TIOMOIIBIO HAKATHS

kHONKH KO030p>>, HAxkuMaeM <K /Jlanee>>. [TosiBUTCS OKHO, B KOTOPOM HAJ0 YKa3aTh MMapoJib,
KOTOPBIH BBI 337]aBAJIA K CEPTUPUKATY MPHU €T0 MOTYUCHHH, IPOCTABICHHBIC TAIOUYKH OCTaBbTE

0e3 nu3MeHeHus, <K Jlamee>>:

& L% Mactep umnopTa cepTWdHUKaTOR
i

3aLNTE C NOMOWEH JFKPEITOND KAKUE
[ins ofecmederdA HE30NACHOCTH 3aKPBITHIA KIKOH 3ELUMILEH NaponeM.

BEenuTe Naponk ANA 33KPLITOrD KNKKYa,

Mapone:

[NokaskisaTe napens

MapaMeTpsl MMNOpTa:

BrAMuMTE YOUNEHHYIO SAWLKMTY 33KpbITOro KNko4a. E sTom cnyqae NpA KaKa0M
MMoNb306aHKK 3aKPEITOD KNkoYa NPMNCHEHMEN Gyner 3anpaWKWBaTLCA
DasDELEHHE,

[INomeTHTE 3TOT KoY Kak 3KCNOPTHRYEMEIA, YT NOSBONMT COXPaHATE
PE3EPEHYIO KOMMKD KNKDYa M NEPEMELLSTE Ero.

3ELUMTE 3EKPEITOMD KKDUa € NOMOLLLHD Be3onacHoi BUPTYanMsaLmmM
(HesKMODTHDVEMBIAY

BKKOUMTE BCE PACWMDEHHBIE CBOIMCTES,

Nanee OTmena

Puc. 1.2.2.3 - BBenenue mapoJs

B cnenyromem okne BeiOupaem <KIlomectuts Bce cepTUPUKATHI B CIIEAYIONIEE XPAHMIHALIE D

€ 2% MacTep MMnopTa cepTMNKATOR
3

XpaHWnuue cepTHhHKATOR
¥PaHMNMWLE CEPTUMKETOS - 3TO CUCTEMHBIE 0BNECTH, B KOTOPLIX
XPEHATCA CEPTMOMKETEL

Windows aBToMaTHHECKK BoIBEPET XPAHWWLLE, UMK Bbl MOXETE YKasaTe
patnonoeHle CepTUAUKATE BPYYHYIO.

() ABTOMATHHEDM BEIBPETE XPAHUIMLLE Ha DCHOBE THMa CEpTMdMKATa
(®) MomecTHTE Bre CepTMBMKATEI B CNEAYIOWLEE XPaHUIMLE

XPEHUNNLLE CEPTUDMKETOR!
| 0Ofzop...

Janee OtmenHa

Puc.1.2.2.4 - Beioop xpanuinina ceprudukara (a)
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Janee Haxxumaem Ha <<O030p>>, BeIOUpaeM u3 JepeBa xpanmwiuil <KJlmanoe>>, <KOK>>, xkmém
< lamee>>:

BriGop xpaHnnna ceptdmeara x

BriDepHTE XPEHMAMWE CEPTHMDMKATOE, KOTOPOE Bkl
XOTMTE WNONb30BaTh.

Bl MiuHoe ~
| [oBepeHHbIe KOPHEBEIE LEHTPEI CEpTHY
~| [oBEpMTENEHEIE OTHOWEHWA B NPEarpy

fee | TPOMEXYTOUHBIE LIEHTPEI CEPTHOMKELA
----- ~| [oBepeHHbIE M3AETENW

= 1 FPHTMI‘I‘IMM’F!TI-\.I K HATAMNKIM HAET ANR&EMA

< >

[ MoxasaTe dMsM4ECKHE XPEHUNMILE

Ommera

Puc.1.2.2.4 - Bpidop xpanuinma ceprudukara (0)

B cnenyroniem MmoganbHOM okHe HE0OXx0aumo BeIOpaTh KIlomecTuTh Bee cepTudukars: B
CJIEYIOLIEM XpaHWINIIE>>, HaxaTh Ha KO030p...>>, BbIOpath KJInunoe>>, KOK>>, «K/lanee>>.
[TosiBuTCs 0KkHO Macrepa umnopra ceptudukara, HaxumaeM <KI'oToBo>>:

€ &¢ MacTep wmnopTa ceptudmkaTos

3aBepluieHMe MacTepa MMAOPTa cepTUGNKaTOB

CepTudmkaT ByaeT MMNOPTUPOBEH NOCIE HEKETHA KHOMK ToTosa™.

Bbini yKa3aHb! CNeAyIoWWE MEPaMETPLI

Xparuniue cepTUdMKaToE, BbI0PaHHOE NoNs30BaTeneM JiuuHoe
Cooepsunoe PFx

Daiin C:\Userg\Elena\DesktopPabc

loToBo Otmena

Puc. 1.2.2.5 - 3aBepumienne Mmactepa umMnopra cepruduxara

[TosiBUTCSA OKHO BBIOOpA KIIFOYEBOI'O HOCUTENS, HEOOX0AUMO yKa3zaTh <KPeectp>>, HaxkaTh <KOK>>:
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4 BeiBop kntouesoro HocuTens - Kpuntellpo CSP x

BuIGepnTe HOCUTENL ONA CO30aHUA KoHTeRHepa pf-06b22943-
62d5-3682-0e5d-328f66de59c2

v "
Gﬂupemopnﬂ

£HHCKE
ﬂ.ﬂmcn{D

\ Rutaken ECP

HeaocrvnHele Ana 43HHOW onepauni ~

Tun NpuNoX¥eHnA

CsP

OnucaHue:

Mcnonb3oeate B KAYECTES XPAHWUNWWA KNoYell peecTp
Windows.

orer

Puc. 1.2.2.6 - BbI0op KJI1104€BOT0 HOCHTEJISt

Jlasiee B ciieqyromieM OKHE OyJeT MPeIIoKEHO yKa3aTh HOBBIN MApOJIb U MOITBEPAUTH
ero. YkaselBaeM U HaxxuMaeM <<KOK>>:

r

% Ayrentudukayns - Kpunrollpo CSP X

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider 3anpawveasT HoBkIN
Naponb Ha KOHTEAHED

CunThIBATENE: REGISTRY

HocuTene: YHWKANbHOE WMA OTCYTCTEYET

HoHTelHep: pf-063e1ede-4081-1c82-10a8-5dc2055946de

Hoewlid napone: | e |
MoBTOpUTE BEOL, | evel |

A\ Brifipan A3kIK BEOAE, OTNWUHLIA OT aHIMUACKOTO
A\ BeeneHHEI Naponk HeHAMEHHEI

o

Puc 1.2.2.7 - HoBblii napoab Ha KOHTeliHep

[TosiButcs coobmenne <MMnopT ycrneniHo BeIMONMHEH>>, HaxuMaeM <KOK>>:
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MacTep nmnopta cepTrdnkaTos >

o MMnopT yCNeWHT ELINOAHEH.

Puc.1.2.2.8 - 3aBepuienne umnopra

Juis mpoBepku 3ammcu ceprudrkara Heooxoaumo 3aiiTi B KCeprudukarsr>>
(HaxonuM mnipu 3aaannn <KCepTudukarsl>> B IOUCKOBOI CTPOKE B JIEBOM HMKHEM YIUIy Ha MaHEIH
3ama4 ). Jlamee B OTKPBIBIIEMCS OKHE HEOOXOMMO BHIOpATh:
Ceptudukarsi(okanbHbIi KoMibioTep )/ JInanoe/Peectp/CepTudukaTsl.

2. CoxpaHeHue Napons K KI4YeBOMY KOHTeMHepy Ha KoMnbloTep.

Hanee neobxoaumo 3aiitu B Kpunrollpo SCP, 3amycTuTs ¢ npaBaMu aAMUHUCTpATOPA:

| © KpunrorTpo Cs? x |

BezonacHocTe Winlogon HacTpofiku TLS KpunTonpoBaigepel
Obuime Ofopy0oBaHWE Cepeuc JonanHUTensHo ANropHUTHEl

| (=) Kpwnoripo CsP Bepous: 5.0.12600 KC1
| '\:1_—:,
|

i

© Komnanua KPAMTOIPO. Boe npaga sawmw eHbl.

| G 3a NYCTWUTE C NpaBgamMy aAMWHWCTPaTopa

NuueHzA

CepiiiHeld Homep: 505001003 7ELQFSH28KM
Brapenewu: admin

OpraHusauma;

Cpok aeficTEunA: 19.05.2023

| Tian AUUEHSMI: [lemoHCTpauMoHHas

Beoa nyueHzMM. .,
Mepsana ycranoska: 15.02,2023

| Asbix

BriGepiTe A3EIK ANA 0TODPEKEHUA OKOH

- - <¥YMonyaHwe cucrer v
CSP Bawel y4eTHOM 3anuoA:

BribeprTe A3bIK ANA 0ToDpEHEHA OKOH

¥ Py
C5P nonb3oBaTensk, He 3a0aBlMy A3kIK
(yMonuYaHWE CUCTEMBI):
|
MopTan TexnoanepHkq Ok OTtMeHa MpHMEHKUTE

a M dasnana 13172

Puc.2.1 - 3anyck Kpunrollpo CRS ¢ npaBamu agMuHuCTpaTopa
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Paspemmts 3TOMy NpUIIOKEHUIO BHOCUTh U3MEHEHUS Ha BallleM yCTPOWCTBE, BEIOpATh
3aknaaky <KCepBuc>> u Haxatb KHONKY <<IIporectupoBarts...>>:

< Kpwnrolpo CSP x

BezonacHoCTL Winlogon HacTpoiikm TLS KpunTonpoBaiaoeps!
Obwme ObopyaosaHWeE Cepaic JononHUTensHo ANropyTHEl

KOHTEAHED 3aKPEITOMD KNKOYE

3TH MACTepa NoSBoONAKDT NPOTECTMPOBaTh, CKONMPOBaTEL MK
YOanWuTE KDHTEﬁHEp ZAKpPBITOro KnkoYa CHOCMTENnA,

| MpoTecTMpoBaTE. .. | CKONWPOBETE. .. ¥aanitb...

CepTUhHKaTEl B KOHTERHEPE 3aKPEITOrO KMoYa

ITOT MECTED NOZE0NAET NPOCMOTPETE CERTHDMKETE, HEX0AALLMECA
B KOHTEAHEPE 3&KPEITOrD KNKIYa, M YCTEHOBMTE MX B XPaHWMWLE
CEPTUDUKETOE.

MpoCMOTPETE CEPTHMMOMKATEI B KOHTEAHEDE. ..

NMW4YHBIA CEpTUDKMKET

3TOT MacTep NOSEONAET CBAZATE CEpTUdMMKAT M3 dafina c
KOHTEAHEDOM 33KPEITOD KNKIYa, YCTAHOBWE STOT CEPTMhMKAT B
XPEHWMHLLE,

YCTEHOBMTE NAYHEIA CepTMDMKET...

Maponi 3aKpEITEIX KoYed

3TH MACTEPE NOZBONAKT MEMEHMTE naponk (TMH-+0ak) 3aKpEITEIX
KNHOYER MW YAENMTE SEMNOMHEHHEIE PEHEE NEp0NH.

W3MeHHTL Naponk. .. YAanuTb 3anoMHEHHLIE NaponA.. .

MopTan TexnonepHEn 0K OTmMeHa MpHMEHUTE

Puc. 2.2 - TlporectupoBarhb

B nmosiBuBIIeMcst MOIaIbHOM OKHE HEOOXOMMO BBIOPATh KIIFOUEBOM KOHTCHHEP
«Kowmnsrorepa>>, Haxath KHONIKY <KIlo ceprudukary>:

OHTEMHEPA Z3KPBITOrD Hrya Pl

BesonacHocts Windows *

Beibop ceptndukarta

Bribepute ceptudmkat 2 xpaHuanna "SlnuHoe" nokansHoro
KOMMBHTEPE.

" . MVYBOBAPEHHAA
[ WMzpatens: TecToBRIA NoguyMHeHHLIR ¥ OO0

5 "KPHUOTO-MNPO" TOCT 2012 (¥L 2.0)
g
% DNefctewtensed ¢ 01.03.2023 no 01.06.2023

MpocMmoTpeTs cEOWCTEE cepTUdmkaTa

Bonblwe EdpWaHTOBE

OK OTmeHa

a

Puc. 2.3 -. Br10op ceanq)mc_éiTa
|
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W3 npenocTaBieHHOro CIIUCKa BBIOMpaeM HeoOXoauMelii ceptudukat, <KOK>>, BBoauM
apoJib, KOTOPBIH 710 3TOro coxpansiau. IIpoctaBisiem raqouky, Kak yka3aHo Ha pUcCyHke 3.4.,
KOK>>:

—— P S

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider 3anpawuveasT napons
Ha KOHTEHED

CynThlBATEND: REGISTRY
YHWKANEHOE WMA OTCYTCTBYET

KoHTelHep: pf-265f048b-5849-3587-1e12-50623chbc3e1c

BeeguTe Napons: | sea

COXpaHUTE Naponk B NPUNOXEHN
COXpaHUTE Naponk B CHCTEME

OK OTMeHa

Puc. 2.4 - CoxpaHeHue mapoJsi B cucreme

3. YcrtaHoBka nporpammbl KMaster UTM MK>>.

[Tpu ycranoske <KMaster UTM MK>> crieryeT BBIOTHUTE CIEIYIOITNE ICHCTBUS:
1. Heo0xoaumo ocTaHOBHTH ciay:x0y <KMaster UTM Service>>. Jlist 5TOro Ha0 3aiiTH B
K Cryx0b1>>, BRIOpaTh JAHHYIO CITYXO0y, Ha’KaTh MPaBOX KHOMKOM MBIIIY U BBIOPATh U3
BBITTafaroIero Metw <OCTaHOBUTD >.

.,2 MasterdTM ME Service
2% MasterUTM PRO Service
;};MasterUTM RE Service

2% MessagingService_3 3anycTuTe

2 Microsoft App-V Cli OcTaHOBUTE

i MpwocTanoenTe L
PECLIJHFIEHHbIﬁ/\CTEl- Mpoaon#uTs

terlTM Service" na "l MepesanycTuTs L
rurtM 4.14.2 & e ssazn >

Puc. 3.1 - OcranoBka cay:xob1 KMaster UTM Service>

2. Jlanee HeoOXxoauMoO caesiaTh pe3epBHYI0 Konuio 6a3bl KMASTERUTM>> na cepBepe
nocpeacreom KMicrosoft SQL Server Management Studio>. Jlist 5Toro Hamo 3aiiT B
«Microsoft SQL Server Management Studio>>, BctaTh KypcOpoM Ha HAUMEHOBaHHE 0a3bl, KOTOPOit
coOupaeMcsi CO371aTh PE3EPBHYIO KOTHIO, HAXKATh MPaBYIO KHOTIKY MBI U BBIOpaTh <KCo03/1aTh
PE3EPBHYIO KOMHIO>>, KaK MOKa3aHo Ha pucyHke 4.1.
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JBo3pesaTens cOLEKTOB hAE Il GAVRILOVA-PC.MAS...SystemParameters + <

2 dbo.BottlesPack Co3pate 3epKancHoe oToBpaKEHNE. .
o.BottlesPackers

B dbo.CarrierMoticeP ositions
R dbo.CarrierMotices OTnpaenTs XypHaNb! TPaH3KLW...

Puc. 3.2 - Co3nanue pe3epBHOii Konuu 6a3bl

CoegunuTs ~ * X* c' e Module Key Value
o @ GAVRILOVA-PC (SOL Server 15.0.2000.5 - GAVRILOVY A GisMT GisMtsettings  {"ProductGrou...
=] Bazkbl gaHHb InboxService DeleteEnabled False

CucTemHeble Bassl JaHHEN InboxService Enabled True

- MomMeHTANEHBIE CHUMEN Ga3bl JaHHELX InboxService Interval &0

=

i Co3aaTs 6asy AaHHEIX... InboxService MaxDocuments 50
g Tad Cosgats sanpoc KsmService Id AQAAANCMN...

Cozgate ckpunT 4na Baskl AaHHBIX » | Packing BoxCounter 0
.
| 3agaun » OTCoEaMHUTE...
. Monntuen 4 MepeBecTi B 3aBTOHOMHBIN PEKNUM
e AcnekTsl MepeBecTi B ONEPATHMEHBIA PEAMM
ez Sanyctute PowerShell MepeHecTi 3
2] Azure Data Studio 3
m 3awndpoeate cTonGupl...
] Soem ' OBHapyxeHne n KnaccnPUKaLMA JaHHBD 4
g Mepenmerosate OueHka yasenmMocTel 4
m Ypanute . »
- GHosmE Co3pate pesepEHYHD KOMNHD,
ii2 CeoiicTea
m - BoccranoBuTe 4
EH dbo.Bottles
&3]

BEI'I)"CI'HTb MOHWTOP 3EpKANbHOMD OTOGpE)KEHHH Gaz A3HHbIX...

[TosiBUTCS OKHO, B KOTOPOM BBl MOXETE JIMOO OCTAaBUThH ITyTh BHITPY3KH, KOTOPBIH 110 YMOIYaHUIO
yKa)xeT cucrema, 1100 BbIOpaTh qpyroi. st BeiOopa Apyroro myTu He0OOXOAMMO Ha)XaTh HA KHOMKY
& Jlo6aButh>>. Heo6Xx01MMO NOMHUTb, KOT/Ia BBl YKaXK€T€ HOBBIH ITyTh JJIs1 BBITPY3KH, IEPBOHAYATbHBIN
HyTh CIEAYET YAAIUTh C MOMOIIBI0 KHONKK K'Y nanuth>>. [IpuMep MoianbHOr0 OKHA ¢ BBIOOPOM Iy TH
IIPUBENIEH HUXKE:

B =] PesepeHoe konmposanue Basel ganHeix - MASTERUTM - O X
60| BraGop cTpamam: 1T Ckpunt  + @) Cripaska
5ol # Ofiuve
J MapameTpel HocrTena
A £ NapameTpel pesepstor kol WeToukine
0 Basa naHHbi:: MASTERUTM “
g Monene soccTaHoENEHNA MOMNHAR
Ni
F Tian apxuBHOi Kok MonHas ~
D [ Apxusran kenna Tonkko 1A KonpoBaHIA
2 KomMMoHeHT apxMBHOR Korvm:
D
(®) Baza parHbi
. Tn
N O Paiinsl ¥ FPYNNL GIHN0E:
S H
0
Aprsiposats B Ihex v
0
1€ >
c D\ 1103032023 bak
Fa
0 Cepsep
GAVRILOVA-PC Ynannme
Ni
Coepurerne
0| GAVRILOVA-PC\Hena Copepammoe
On ¥ MpocMoTpets cooilcTsa coer
0

Xop shinonness

lotoso

OK Omvera

Puc.3.3 - 106aBuThH/Y 11U THh YTh BHITPY3KH
|
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B nosiBuBIIEMCSI OKHE MOKHO OCTaBUThH MOSBUBIIUHCS IIyTh IJ1A COXPAaHCHHS KOIINU 6a3BI, 0o

yKazaTh Ipyroi MOCpeaCcTBOM HaxkaThs KHOMKH <<Jlo6aBute>>. [Ipn HaxxaTuu kHONKH << J{00aBuTH >
HOSBUTCS CIIEAYIOIIEE OKHO:

1 1| BUEEEHGH B FH ORI B PSS GHH

i BuiBop MecTa pacnonokenna pesepeHoil konim >

Yrobkl yKasaTe MECTO ANA PESEPEHOA KoMK, BeIBEpWUTE Daiin MK yCTpoRCTED
pesepEHOro KonupoBaHwuA. MoxHo cosaaTe yoTpoCTES pesepEHoro
KOMMPOBEHWA ANA YACTO MCMONb3YEMEL PaANos. —

MecTa HasHaueHWA Ha OMCKE

(®) Wma paiina:

[Frosoft QL Server\MS

S0L15.M55QLSERVERMN

SAL\Backup®

=

Ommaeta

Puc. 3.4 - Jlo6aBjieHre NyTH BLITPY3KHU (aiiia Konum 6a3bl

I[JISI BLI60pa MCCTa BBII'PY3KHU 0a3bl HeO6XOIII/IMO HAaXaTh HAa KHOIIKY BLI60pa C TpEMs TOYKaAMU,
IOSABHUTCS OKHO:

":]9‘ Gasel ganenc - GAVRILOVA-PC  — O X |

3MA | BuifepuTe dain:

sHoT | =
dotnet A
HPPrintScanDoctor [
Intel I
intemet explarer i
Microsoft |:
Microsoft Analysis Services
Micrasoft Office L

= Microsoft SQL Server
+ 110
140
150
P L
50 L
Client SOK
MSAS15.MSSQLSERVER
MS55QL15.MS5QLSERVER
B0 MS5GL
- Backup i
--[1 MASTERUTM_1bak
Binn
DATA

=]

&
FTData
| - Install i
1 [ JOBS B
e B 1 Lo
TR v
Bis/GpaHHEI yTe: [C:\Program Files\Microsoft SQL Server\MSSGL1S|
Paiine ™ina: Paiins peaepsHbn kKomai {* bak:” tm) w

Vmn maiina: | ‘

Omvena

Puc. 3.5 - OxHo BbIGOpa MecTa BHITPY3KH KONMH 0a3b1

B nanHOM OKHE HEOOXOIMMO yKa3aTh MECTO (IAmNKy), KyJaa OyJIeT OCYIIEeCTBIATHCS BBITPY3Ka, U
JaTh UMs (ailiry BeIrpy3kH B okHe <KMwms daiina>>. daiin JoKeH BBINVIAETh IPUMEPHO TaK:
03032023.bak. Mimst MOkHO BBIOpaTh MPOM3BOJILHOE, PACIIMPEHHE yKa3bIBaeTCs 00s3aTenbHO. [lanee
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HaxaTh <KOK>> st moarBepkaeHus nanbHeUmux nerctBuil. [IosIBUTCS HOBBIN MyTh JUJIS1 BEITPY3KH, KaK
IIOKAa3aHO HIDKE:

Fale=

Tl W Pesepenoe konnposanne Bazel gannsn - MASTERUTM — [m]
0 BriBop cTpammm LT Ckpunt + @) Cripaska

K Obuwe

# TMapameTpsl HocuTena
AC A& Mapavetps peseperoro kol WoTosrik
o Basa nanHbix MASTERUTM ~
Dd Monene soccTaHoBNEHWA: nonHAR
L
i TiAn apXMBHOM KOrAn: Monman ~
De [ Apxwerian konua Tonsko Ans KOMMPOBaHMA
p KoMMoHeHT apieHor Konkm
De

®) Basa paHHbIX

T
Y O Paiine v rpynnel Painos:
e HasHaueme
0 ApxuBMPOBATE B: Owck o
]

< >
10 DAOC3WMASTERUTM backup_2022 05 25 021531 1006962 bak o6
o COCmHE D:\1\03032023 bak SETE..
D Cepeep

GAVRILOVA-PC Yaanate
ML

Coeqterie
0| GAVRILOVAPC\Eena Conepxumoe

Of y¥ [pocmoipeTs ceoilcTea coes
]

Fa

10 Xon prinonues

o
Ty
L
nif

E Omera
al

True

loToso

Puc. 3.6 - Co3nanue HOBOro MyTH AJIs1 BHITPY3KH (aiisia

[anee, ecnu ele He yAaJIMId, TO HAJO YIAIUTh NEPBUYHBINA YKA3aHHBIN ITyTh, KAK ONHACHIBAIIOCH
BhIle, HaxaTh <KOK>>. [Ipu ycrienHoMm co31anum pe3epBHOM KOMUHU 0a3bl TOJKHO TOSBUTHCS
clIeIyIoliee OKHO:

KamnoHeHT AMKABHOR KoMK K:

(®) Basa paHHbm

Microsoft SOL Server Management Studic *

PesepsHoe KonwpoBaHwe Basel oaHHeX MASTERUTM™ yanelwHo 3aBeplueHo.

23 Konmposate coobuyerne

Puc. 3.7 - YceneurHoe 3aBepiieHue pe3epBHOr0 KONMMPOBAHUSA

3. Ynanenue <KMaster UTM>>. lanee HeoOX0aMMO KOPPEKTHO YAAIUTH C BAIIETO KOMITLIOTEpa
nporpammy Master UTM uepes «Ilanens ynpasinerus>>/>>[IporpamMmmbl 1 KOMIOHEHTHI>>. J1J1s 3TOTO
HaxonuTe B crucke nporpamm Master UTM, knukaere npaBoi KHONIKON MBI, BbIOMpaeTe <KY 1anuTh>>.

4. YcranoBka KMaster UTM MK>>. Jls ycTaHOBKH POTpaMMBbl HEOOXOIUMO MOIYYUTh JUCTPHOYTHB
«KMaster UTM MK>>. JInst aToro Bam notpeOyercst Ha [TopTanie TexHHUeCKOr O IePKKA

|
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http://support.center-inform.ru co3mate 3asBKy, r/ic HEOOXOIUMO COOOIIHUTH O JKEJIAHUHU MOJYUYHUTh [3-

Bepcuto porpammel. [locie momydenus B-Bepcuu mporpamMmbl B BUIC apXHBa BaM NOTpeOyeTcst
pacrakoBaTh €ro, HATH (aiii 3amycka yCTaHOBKH setup.exe, 3aIyCTHTh €r0 OT IMEHH aJ]MHUHUCTPATOPA.
Jiist 3TOro HeOoOX0IMMO ILENKHYTh Ha Ha3BaHUU (aiina setup.exe npaBoil KHOIKOM MBIIIU U B
MIOSIBUBILIEMCS] MEHIO BBIOPATh «3aIlyCTUTh OT IMEHHU aIMUHUCTPATOPay, KaK MOKAa3aHO Ha PHCYHKE HUXKE:

ﬁ rasterutrm_mk.msi 01.03.2023 12:25 Maker
-;:\ ek e e O O s e e [ '_|u-\.|1-|-||:
OTkpoiTE
¥ 3anyck oT UMEHN aAMUHNCTPaTOpa

B) NMoaenuteea & Skype

HCI’IFIEEJ'IEHIHE I'IFIEIE-J'IEM CCOEBMECTHUMOCTBHD
7-Zip >
CRC SHA >

Puc. 3.8 - 3anyck ycranoBku nporpammsel Master UTM MK

Jlanee ycTaHOBKa MpOrpaMMbl CTaHAAPTHAsA, KaK OMKUCAHO B MHCTPYKIUU 110 YCTAaHOBKE U
HacTpoiike nporpamMmbl <K Master UTM>>, naxopasiieiics Ha HaleM WH(GOPMallMOHHOM CalTe
(http://masterutm.ru/programma-master-utm. html).

[Tporpamma <<KMaster UTM MK>> moskeT ucronbp30BaThCs Kak Ha OTHOM pabodeM MecTe, Tak U Ha
HECKOJIbKUX pabounx mectax. [IpuHIUN HaCTpOiKK aHaNOTWYeH, Kak onucaHo B <<PykoBoacTse
AJMUHHCTpATOpa>>, HaXOsIIEMCs Ha HalleM WHQopMalmoHHoM caite http://masterutm.ru/programma-
master-utm.html.

[lepen Hauamom pabotbl ¢ mporpammont <KMaster UTM MK>> o006s3arensHO 03HAKOMBTECH C
PYKOBOJICTBOM TI0JIb30BaTENs, MPOUIUTE PETUCTPALMI0O B CUCTEME MapKUpOBKU «YUecTHBIH 3HaK» H
CO3JalTe KApPTOUYKU CBOEH MPOJYKIIMH.
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